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Al and Data Protection

1. An introduction to Al
2. Data protection compliance when using A
3. Privacy regulator positions

4. Practical recommendations



What Is Al?

“..Al programs use data collected from different interactions
to Improve the way they mimic humans in order to perform
tasks such as learning, planning, knowledge representation,
perception and problem-solving..”




Why Is Al a data
protection issue?

Data protection legislation addresses:

* How personal data may be collected,;
* How it may be used,;

 How it may not be used,;

 How long it can be retained.
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But, even if it meets those
requirements:

Unless

» Itis necessary for entering into,
U K G D P R or performance of, a contract
between the data subject and a
data controller; or

the data controller shall implement
suitable measures to:

« safeguard the data subject's
rights and freedoms and
legitimate interests; and

» Itis based on the data subject's
explicit consent.

Article 22: « at least the right to obtain
human intervention........... to
_ express his or her point of
“The data subject shall have view and to contest the
the right not to be subject to a decision.

decision based solely on ] '
automated 0’ -.
processing...... which produces '
legal effects concerning him or ;
her or similarly significantly

affects him or her.”
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UK GDPR

If special category data (race, ethnic origin, religious or
philosophical beliefs, trade union membership, genetics,
biometrics, health, sex life; or sexual orientation)
decisions must not be Al based unless:

. data subjects explicit
consent; or .
. substantial public
interest; ot
and 3 ot W
- SOOI
. suitable measures to

safeguard the data
subject's rights and
freedoms and legitimate
interests are in place.
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Data protection
compliance when using Al



What is the current Al regime in the UK?
Q No Al-specific privacy regime in the UK

G Processing personal data using Al falls under the
existing data protection regime

m Government consultation on this area is ongoing. The
consultation closes tomorrow (21 June)



Data Protection Framework

Lawful Basis

Data Subject Determination
rights / status

Unnecessary
processing

Transparency




Managing Al Risk

Organisations processing personal data
9 through Al systems should consider and
mitigate against specific Al risks.

A Adversarial Attacks

Manipulation of data
. : Data poisin
Security Risks: .p °
Evasion attacks
Model extraction



Article 22
UK GDPR

Automated decision making:
a decision made solely be automated means, without any human involvement.

Profiling:

automated processing of personal data to evaluate certain personal aspects
relating to a person, in particular to analyse or predict aspects concerning that
individual’s performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements.



Privacy regulator positions
& practical recommendations
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What approach have other privacy regulators
taken?



Practical recommendations
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Our insights in this document are intended to be for general information purposes only, may not cover every
of the topic with which it deals, and should not be relied on as legal advice or as an alternative to taking |
advice. English law is subject to change and the insights shared may not reflect the latest legal developmen
should always seek appropriate legal advice before taking, or refraining from taking, any action based on
information contained in this document. Ashfords disclaims all liability for any loss, howsoever caused, ari
directly or indirectly from reliance on the information contained within this document.

Ashfords LLP is a limited liability partnership, registered in England and Wales with number OC342432, a
registered office is at Ashford House, Grenadier Road, Exeter, EX1 3LH. Ashfords LLP is authorised and re

by the Solicitors Regulation Authority with number 508761. A list of members of Ashfords LLP, and thei
ofessional qualifications, is available at the registered office. The term partner is used to refer to a mem
Ashfords LLP or an employee of equivalent standing.

Solicitors Regulation Authority’s Standards and Regulations 2019 can.be found at
www.sra.org.uk/solicitors/standards-regulations.

www.ashfords.co.uk/about-us
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